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Abstract
In this work a novel method for generating reproducible
random on-chip keys for cryptographic applications is presented. The technique proposed herein is based on the fact, that
complex and irregular structures of randomly intertwined
interconnect lines, the so-called 3D-clusters, can be regarded as
the teeth of a key and can be used as such, if the secret key is
derived from the capacitance of these structures. For this purpose, analog circuitry has been developed which is able to measure capacitances in the Femto-Farad region and has a
resolution of 0.1 fF and below.
Keywords
Cryptography, random generators, analog circuit design,
electronic design automation.

I. Introduction
Common state of the art hardware-keys are either based
on traditional random bit sequences derived from e.g. thermal noise [1], or from the process-related variability of
physical-electrical parameters, such a the dispersion of
threshold voltages [2] or logic gate delays [3]. Traditional
random bit generators require additional memory to store
the secret key, whereas the above mentioned physical random functions generate reproducible sequences, such that
data storage is unnecessary.
However, the latter two methods to generate data from
random physical functions are targeted mainly towards
applications such as single IC identification. This is due to
the fact that the physical-electrical parameters used and thus
the data derived usually suffer from effects like aging and
temperature dependent parameter shifts. Over time the bits
of the random key or ID flip or become instable.
The novel method developed in this work solves this
problem by exploiting the stability and complexity of the
3D-clusters, i.e. randomly interwoven wire meshes, each
resembling a maze of metal lines. This is done by utilizing
the electrical capacitance of these structures, which is very
hard to calculate from an attacker, even with the most accurate EDA extraction tools on the market, as will be shown.
The randomness of the secret key inside these clusters
stems from the fact, that all structures on an IC, such as
metal lines, vias and transistors, are subject to process variations, which cause random and systematic deviations from
the ideal layout during the design phase.

II. Implementation
Besides some new approaches to the layout of integrated
capacitors in [7], most common capacitors are realized as
parallel-plate capacitors between two horizontal layers of

metal or poly-silicon. Such parallel-plate capacitors can be
easily constructed from designers by hand, using wellknown layout editing tools. Moreover, the electrical capacitance of such capacitors and single interconnect lines is
readily calculated by using simple analytic formulae [8], [9].
The 3D-clusters proposed in this work are completely
different from traditional structures. Their irregular and
complex shape cannot be constructed by hand. Furthermore, the mathematical description of the electrical field of
charge inside the clusters is done by Laplace’s equation:
DU = 0

(1)

By solving this equation one can calculate the capacitance of conductors of arbitrary form and shape. Only socalled field-solvers, e.g. as presented in [4] and [5], are able
to this numerically. They are used in today’s high-end parasitic extraction tools such as Assura-FS from Cadence Inc.
and Quickcap from Magma Inc.
A. Automatic layout construction
Figure 1 gives a theoretic example of how the 3D-clusters
should look like. One can see that even 45-degree angles will
be used and that a plurality of small cross-coupling capacitances between fragments of metal pieces act together to
form a network. If only two distinct interwoven nets are
used this way, the sum of all cross coupling capacitances in
the network will yield one single capacitance. This capacitance will be used for secret key generation as shown later.
Figure 1: Example of the 3D-clusters proposed in this work.

Due to the random nature of the intertwined wires
inside the clusters, circuit designers are notable to create the
layout by hand in a reasonable amount of time.
Instead, assistance by Electronic Design Automation was
needed. For this purpose, a random-walk algorithm was
constructed, written in the built-in programming of our circuit design framework. This gave full access to various powerful layout editing instructions such as metal line and via
creation commands. Moreover, the programming library
provided means to execute the Design Rule Check (DRC)
tool with a single instruction, so that it could be easily integrated into the algorithm.

This way, the cluster generation could be substantially
simplified, since there was no need to follow a correct-byconstruction strategy. Instead, a trial-and-error approach
was used, which means that provisional metal lines and vias
are created randomly, and then checked for DRC-violations
afterwards. If DRC-errors occur, the last modification step
(e.g. a piece of metal of a certain width, length and orientation) is undone, otherwise the algorithm continues with a
new section of the cluster.

the chances of DRC-error occurrence to the employment of
genetic algorithms and evolutionary strategies to optimize
or constraint the outcome gradually. In fact, developing an
advanced version of the program to meet various optimization demands seems to be a promising task for further
research.
In figure 9 one can see the layout of a cluster as generated
with the random-walk algorithm and a three-dimensional
view of the same layout as rendered with POV-Ray.

The random-walk algorithm
The main routine is given in figure 2 and the via creation
subroutine in figure 3. As can been seen, the algorithm comprises only very few steps thanks to the programming library
of the layout editor. The program receives inputs from the
user or as predefined parameters at the time it starts off, e.g.
the metal layer and the coordinate of the starting point,
from which it will begin with the layout construction.
The via subroutine gets as input the number of vias to be
created, a list of possible coordinates and the current metal
layer, on which the vias should be placed. All subsequent
steps are rather straightforward.

Figure 4: Layout (left) and 3D-view as rendered with POV-Ray.

Figure 2: The main routine
Algorithm 1 Main routine
1: procedure Lines(startp,layer,nmax,xmax,kmax)
2:
x ← 1, n ← 1
3:
while x ≤xmax do
 max. number of layer changes?
4:
while n ≤nmax do
 max. number of steps per layer?
5:
w ←RND(minsize...maxsize)
 random width
6:
l ←RND(minsize...maxsize)
 random length
7:
dir ←RND(90,135)
 random direction
8:
CreateLine(startp,layer,w,l,dir)
 Returns endp
9:
n←n+1
10:
if DRCerror()=1 then
11:
RemoveLine(startp,layer,w,l,dir)
12:
goto 5
13:
end if
14:
startp ← endp
 endpoint of line
15:
Insert(vialist, startp)
16:
end while
17:
Vias(vialist,layer,kmax)
 Call to via subroutine
18:
startp ← viapos
 point of last via
19:
layer ← viadestlay
 destination layer of last via
20:
x ← x+1
21:
end while
22: end procedure

Figure 3: The via subroutine
Algorithm 2 Via subroutine
1: procedure Vias(vialist,layer,kmax)
2:
k←1
3:
for all viapos ∈ vialist do
4:
if layer = Mbottom then
5:
viadestlay ← layer + 1
6:
else if layer = Mtop then
7:
viadestlay ← layer − 1
8:
else if RND(0,1) = 1 then
9:
viadestlay ← layer + 1
10:
else
11:
viadestlay ← layer − 1
12:
end if
13:
CreateVia(viapos,viadestlay)
14:
if DRCerror()=1 then
15:
RemoveVia(startp,viadestlay)
16:
goto 4
17:
end if
18:
if k ≥ kmax then
19:
return viadestlay, viapos
20:
end if
21:
k ←k+1
22:
end for
23:
return viadestlay, viapos
24: end procedure

 bottom metal layer?
 top metal layer?

It should be noted at this point that the presented algorithm is by no means the only way to implement a clustergenerating program. A great variety of different approaches
is possible, ranging from the use of heuristics to minimize

B. Automatic parasitic extraction and analysis
After the generation of several hundreds of these 3Dclusters, question was raised how accurately an attacker
could determine their capacitance, if the layout was completely known and if the best extraction tools on the market
were accessible (regardless of their price, often exceeding
$100T). Of course, in real life the adversary would hardly get
all the details of the layout just by inspection. Even with the
most elaborate techniques for layout reconstruction, the fine
details, such as tiny corners and edges, can be supposed to be
hardly determinable.
For the purpose of answering this question a comparative analysis of the calculated capacitance of 300 clusters was
conducted with five different commonly used capacitance
extraction tools and for two different process corners
(mostly typical-case and worst-case). Among these extraction tools were two from the so-called TCAD-class of fieldsolvers, which are capable of solving Laplace’s equation (1).
In order to make this comparative analysis possible for
such a high number of structures, tools and process corners,
it was necessary to completely automate the whole extraction process by using the design framework’s (Virtuoso-/ICplatform by Cadence) own programming language SKILL.
This way a special routine could be written which performes
the following tasks: First – if necessary – it converts each layout to GDSII, then it starts the (external) parasitic extraction engine, after the extractor has terminated, it identifies
the capacitor in question in the extracted schematic view to
finally store its capacitance into a database.
The analysis of all the extracted capacitances per cluster
could then be easily done with a standard tool for statistics.
C. Wafer-prober measurements using charge-pumps
Another way to analyze the capacitive properties of the
3D-clusters was to perform direct measurements using the

charge-pump technique first described in [10]. For this technique, a wafer probing-station was used in order to connect
each charge-pump, respectively cluster, to an external
source-meter for very precise current measurements. From
the mean current measured at different levels of voltage and
at certain frequencies, the final capacitance per cluster could
be determined. A total of five test chips out of twenty chips
was tested and analyzed, and as many as 4420 probe pads
had to be contacted.
In order to ease the demand for the precision of the
prober/chuck movement, and to reduce the number of contact needles needed for each cluster/charge-pump, a new
approach was used. Instead of putting single dies or wafers
onto the chuck and having to use many needles, e.g. for all
signals and the power supply, a complete PCB with all testchips to be measured (including their package) was put onto
the chuck. This way, only one needle was necessary – the one
connecting the charge-pumps with the source-meter –
whereas all other signals and supplies could be delivered
through the package directly from the PCB. For this purpose, the packages were opened as can bee seen in figure 5.
Figure 5: Charge-pump based measurements using a probe-station.

noted that a great number of cells can be put together, this
way sharing all of the circuitry in figure 6 and yielding as
many bits as pairs of clusters are available.
Figure 6: Circuit for relative capacitance measurement.
Ibias
load
VQin
Cell<1..N>

CL

V Qin
Qinj
clear
swC1,...,swC4

swCshN

clear

swCshP

Out

swC1,...,swC4

CshN

CshP

Figure 7: Cell of figure 6 for comparing two clusters.
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Once again, the whole measurement process was completely automated using a combination of special GPIB
commands and a C++ application, which was written to
remotely control the wafer prober’s, respectively its chuck’s
movements.
D. Integrated capacitance measurement
In order to derive the secret key by evaluating the capacitance of the 3D-clusters within the chips, new analog circuitry had to be developed. It had to be simple, completely
integrable into an IC and provide an accuracy and resolution which is comparable to common charge-pump techniques.
After numerous simulations and experiments, a first circuit was found which could meet these requirements. It was
designed to compare the capacitance of any two clusters. Up
to four of these clusters could be arranged in cells, such that
up to six bits of information could be derived from each pair
of clusters.
Relative measurement
figure 6 shows the schematic of this circuit, with signal
„Out“ giving the result of each comparison and with the
clusters residing inside the cells „Cell<1..N>“. The schematic
of these cells is shown in figure 7. C1 and C2 represent the
clusters to be compared (only two shown). It should be

clear

The circuit works as follows: Instead of measuring the
mean current with an external source-meter, a large on-chip
capacitor, denoted CL, first gets pre-charged to VDD by signal „load“ and then, by signal „Qinj“, gradually discharged
by pumping charges into the capacitor (e.g. cluster C1) to be
measured (which, in turn, gets cleared to ground). This way,
the initial voltage VQin across CL decreases per clock pulse by
an amount which depends on the capacitance of CL.
After several clock cycles voltage VQin, de-coupled by a
PMOS source-follower, gets sampled by a sample-and-hold
element and the whole procedure is executed again, this
time measuring C2. The final voltage on CL is sampled once
again and compared by a comparator, which eventually outputs a single bit. This whole procedure is repeated for all
pairs of clusters on the chip until the desired bit count has
been reached.
All signals not mentioned yet are rather obvious concerning function and timing. All transistors shown except
for the PMOS source-follower are used as switches, so that
all input signals are purely digital.
Absolute measurement
Besides the circuit for relative measurement in figure 6
and figure 7 respectively, another circuit has been proposed
in this work for absolute capacitance measurement and key
determination. It represents a simplified version of the
aforementioned circuit, comprising only one additional
analog-to-digital converter.
This ADC can be very simple, slow and non-linear and
can be implemented according to well approved and established techniques. Its task is to convert voltage VQin into a
digital number, thereby giving a measure of the absolute
capacitance of the cluster in question. If any of the lower bits
of the ADC fluctuate due to resolution limits, they can be
simply ignored. Instead, only the upper bits resulting from

the ADC are used. The use of a decoding circuit for errorcorrecting instable bits, e.g. by using a hamming-decoder, is
optional and depends on the resolution limits of the ADC.
Figure 8 shows the schematic of the circuit for absolute
capacitance measurement. It can be observed that the
source-follower connects to a common amplifier, which can
be of a any simple, slow and non-linear type. The sampleand-hold circuit and the comparator have been completely
replaced.
Figure 8: Circuit for absolute capacitance measurement.
Ibias

On the other hand, it becomes clear that any adversary
trying to break the security of the proposed 3D-cluster technique by reconstructing the layout of the clusters from
inspection and by de-layering the chip, would have to take
into account all the fine details and the exact shape of the
clusters and calculate their capacitance with field-solver
based parasitic extraction tools. Otherwise the adversary
would fail to determine the capacitance of the clusters accurately enough to guess or break the secret key.
In the next section it will be shown that even with two of
the most accurate parasitic extraction programs on the market, some clusters could not be consistently extracted. Thus,
some degree of indetermination remains.
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Figure 9: Photograph of a few cells on the test chip.
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III. Results
A. Fabrication
Two different test-chips have been fabricated using a 0.35
micron CMOS process: The first chip was used to measure
the capacitances of 884 instances of 3D-clusters per chip
using the conventional charge-pump technique and a waferprober as described in section II.C. From these measurements the capacitive properties such as matching, could be
determined (see figure 11).
The second test chip was used to verify the functionality
of the relative capacitance measurement circuit for deriving
the secret key (see figure 6 and figure 7). Instead of only two
clusters per cell as shown in figure 7, four clusters (same layout) have been used in different orientation on the chip, i.e.
each layout was flipped both horizontally and vertically. The
idea was to compare these four clusters with each other to
detect any systematic, orientation-dependent behavior.
Figure 9 represents a photograph of some cells (45 x 30
µm2) on the second test chip. One cell was designed to
remain empty and another cell was provided with a simple
parallel plate capacitor between poly-1 and poly-2 (green
areas). A whole series of such parallel-plate capacitors was
used on each chip to provide the circuit with capacitances of
decreasing difference, reaching from 1.67 fF down to 111.5
aF. This way the circuit’s resolution could be determined
(see section III.C).
In the photograph only the top metal layer is fully visible. The layers below are either out of focus or covered. It
can be observed though that a good amount of structural
details are different from the layout, e.g. edges got rounded
off due to optical effects and lithographic imperfections.
Despite the fact that in recent years major EDA vendors have
developed tools to model and correct these effects (known as
OPC, PSM, etc.), it can be assumed that it would be a very
challenging task to predict the exact shape of the 3D-clusters
after fabrication, even if the original layout was given.

B. Capacitances
Capacitances from extraction
In order to analyze the precision of two of today’s best
known and most accurate (parasitic) capacitance extraction
tools (TCAD-class), the results from 300 different clusters
have been compared. The first tools was Quickcap from
Magma Inc. (see [5]). Since Quickcap’s accuracy can be
tuned by specifying a certain goal in terms of the standard
deviation of the error from the exact capacitance, it was considered to be the reference. The tools was set to 0.2% accuracy, which kept runtimes within justifiable limits.
The second tool was the field-solver option of a tool
named „Assura“ from Cadence Inc. Its algorithm was first
described in [4] and can be considered to be very precise as
well. In figure 10 it is shown how the capacitance of 300 different clusters was extracted with both tools under typical
process conditions. Each point represents one cluster. The
plot on the right is a magnified view of the plot on the left.
It can be observed that there is no systematic inconsistency between both tools, since the line from linear fit
through all points coincidences with the grey line of identity
(bisecting line). However, some clusters are more than 1 fF
(>10%) off, as the right plot shows. In table 1 some of the
extracted values from both tools are given for the typicalcase process conditions and the worst-case conditions.

Figure 10: Capacitance of 300 different clusters as extracted with
Quickcap and the field-solver option (FS) of Assura.
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It follows that such 3D-clusters can be constructed by the
random-walk algorithm which are too complex to be accurately enough extracted even with the most precise tools on
the market: If their capacitance can be measured with a
much higher precision using one of the proposed circuits in
figure 6 or figure 8, they can be used to provide information
content (entropy) for the generation of a secret key which
cannot be determined by an attacker from outside chip, or
calculated with extraction tools, even if their layout was
exactly known.
Table 1: Capacitance of selected clusters as extracted with two stateof-the-art field-solvers. Although Laplace’s equation is solved
numerically, for some clusters one can observe a great difference.

Quickcap (0.2%)
typ.

w.c.

4.91 fF
5.24 fF
5.52 fF
5.55 fF
5.63 fF
6.21 fF
6.22 fF
9.07 fF
10.25 fF
12.57 fF

5.41 fF
6.19 fF
6.30 fF
6.12 fF
6.24 fF
7.43 fF
7.35 fF
11.08 fF
13.23 fF
15.02 fF

Figure 11: Left: mismatch between adjacent clusters (Er1 and Er2)
and the biggest difference measured (from 5 test chips). Right:
capacitance of two different clusters across the chip.

Assura-FS
typ.
5.19 fF
5.80 fF
5.25 fF
5.23 fF
6.12 fF
5.79 fF
5.95 fF
10.45 fF
10.22 fF
12.49 fF

w.c.
5.5%
10.8%
-4.8%
-5.9%
8.6 %
-6.9%
-4.4%
15.3%
-0.3%
-0.6%

5.83 fF
6.45 fF
6.49 fF
6.46 fF
6.66 fF
7.51 fF
7.57 fF
11.34 fF
13.03 fF
14.37 fF

7.8%
4.3%
3%
5.6%
6.6%
1.1%
3%
2.3%
-1.5%
-4.3%

The same analysis was done for three other extraction
tools (Assura without field-solver option, Calibre-xRC from
Mentor Graphics Inc. and Diva from Cadence) of poorer
precision and lower runtime. As expected, the inconsistency
was much higher, ranging from -16% to as much as 93%.
Capacitances from charge-pump measurements
As described in section II.C, the capacitive properties of
several different clusters were analyzed in the present work.
For this purpose, experimental data from five different test
chips was collected by performing measurements with the
charge-pump technique. On each test chip the clusters had
been replicated at design time, so that they can be found at
nine different locations (rows) on the chip.
Within each row the clusters had been flipped once to
allow the analysis of orientation dependent effects. The mismatch between adjacent clusters of different orientation
(flipped along one axis) within the same row was calculated
and defined as error value Er1, and the mismatch between
pairs of clusters from two rows next to each other with the
same orientation was defined as error value Er2. Both error
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values represent the standard deviation of the relative mismatch error.
Er1 and Er2 are shown on the left in figure 11. As the
cluster’s number increases from left to right, its capacitance
and degree of complexity and density also increases: The
clusters were ordered this way at design time. What can be
observed is that the more dense and complex the clusters
are, the better they can compensate the effects of mismatch.
Accordingly, the error values drop from around two percent
to one percent and below.
Furthermore, error value Er1 is slightly higher than Er2.
This was expected since Er2 is calculated from identical pairs
of clusters, whereas Er1 represents the mismatch between
flipped versions of the same cluster. In the first case a wellknown matching-rule (same orientation) is observed, in the
second case it is violated.
Figure 11 also shows a certain similarity between the Er1
and Er2 mismatch values, which should only represent the
local process variations, and the minimum to maximum
range (curve above), which accounts for the global variations over large distances or even from chip to chip: Er1 and
Er2 presumably not only represent the local mismatch, but
also incorporate significant portions of the global variations.
This may be due to strong global gradients of process
parameters (e.g. oxide thickness).
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This can be confirmed by looking at the course of the
capacitance of two different 3D-clusters from one corner of
a test chip to the other, as shown in the right plot of
figure 11. The capacitance increases across the chip due to
rapidly decreasing values of oxide thickness. This observation is consistent with measurements from simple parallel
plate capacitors, the capacitance of which is directly dependent on the oxide thickness between the plates.
Another observation can be made if the extracted capacitance from Quickcap is compared to the measured value.
Under typical-case process conditions Quickcap extracted
the upper cluster with 9.66 fF and the lower cluster with
9.73 fF. This means that for all instances of these two clusters
the ratio between the measured values was completely opposite to the extracted ratio.
In table 2 the Er1 and Er2 mismatch values are given for
traditional parallel-plate capacitors. Again, they were calculated from measured values from five different test chips and
represent the standard deviation of the capacitance from
capacitors of the same orientation (Er2) and flipped orientation (Er1). This time the overall mismatch is lower than the
mismatch in figure 11 (left). Especially the poly-1 to poly-2

capacitor shows excellent matching properties. On the other
hand, capacitors consisting of more than one isolating oxide
layer (e.g. Met1–Met3) vary much more than all the others.
The same applies to parallel lines of Metal (Met1).
Table 2: Mismatch between adjacent capacitors and the total minimum to maximum range.

Parallel plate
capacitor between
Pol1–Poly2
Subs.–Met1
Subs.–Poly1
Poly1–Met1
Met1–Met2
Met1–Met3
Met2–Met3
Met1 || Met1

Mismatch from measurements
(5 test chips)
Er1

Er2

Range

0.50%
1.07%
0.55%
1.27%
1.01%
2.81%
1.22%
2.65%

0.39%
1.02%
0.59%
1.23%
0.90%
2.52%
1.09%
2.55%

6.39%
6.28%
7.45%
11.13%
6.20%
12.15%
9.84%
12.42%

It should be noted that the parallel-plate capacitors in
table 2 are not completely symmetrical: The area of each
capacitor is relatively small with respect to the leads (connecting wires). Presumably for this reason, the Er1 and Er2
values differ to a certain extent.
C. Key generation circuit
Resolution
The circuit for relative capacitance measurement in figures 6 and 7 was tested on a second test chip (see figure 12).
To determine the minimal difference of capacitances that
can be detected and its resolution respectively, a number of
parallel-plate capacitors with decreasing capacitances were
placed inside the cells: One capacitor was replicated in every
cell, thus leaving its capacitance unchanged for reference,
while the others were varied. This way, the cells provided
capacitances of gradually decreasing difference, namely from
1.67 fF down to 111.5 aF, which could be used to determine
the resolution limit.
Figure 12: Photograph of the second test chip.

Theoretically, this limit can be detected by finding such a
cell, for which the comparator in figure 6 generates an
unstable bit. Below some certain minimum difference, this
was supposed to happen. However, the experiments proved
that a difference of even 111.5 aF could be reliably detected.

Differences below were not tested: The initial assumption
that only differences in the Femto-Farad region would be
detectable turned out to be too conservative. Future version
of the test chip will certainly go beyond this limit. Chances
are that the circuit is capable of detecting capacitances with a
difference of far less than 100 aF, as pointed out in the following section.
Clusters
Besides parallel-plate capacitors, the 3D-clusters were
also used to test the key generation circuit in figures 6 and 7.
For this purpose, pairs of identical clusters were compared
with each other to see if the local process variations (mismatch) could be detected. Unfortunately, the key generated
by reading out the cells had poor statistical properties: Most
bits were „0“, only few „1“.
The reason for this was that the global gradients of the
oxide thickness between the metal layers were so strong, that
the capacitances of the clusters in each cell were systematically – not randomly – influenced. Some of the oxide layer
thicknesses were even off the specification. Looking at the
right plot in figure 11 confirms this and suggests that the circuit could even detect those small differences between adjacent clusters. In general, they are far below 100 aF.
Finally, these findings suggest that the circuit for absolute capacitance measurement in figure 8 should be used for
key generation, rather than the circuit for relative measurement. Otherwise, any global gradient in the isolation layers
would lead to statistical defects concerning the secret key.
However, the relative circuit can be used to implement an
all-chips key, i.e. a key which all chips of a production line
share. As the findings in this work show, this key would still
be hard to reverse-engineer.

IV. Summary
In this work a novel method to generate cryptographic,
reproducible on-chip keys has been presented. Based on special three-dimensional structures consisting of randomly
interwoven metal lines, the so-called 3D-clusters, a secure
key can be derived by exploiting their (parasitic) capacitance. For this purpose two different circuits for fully integrated measurements of capacitances has been suggested.
They are based on the well-proven charge-pump technique
and therefore have a resolution in the Atto-Farad region, as
experiments on a test-chip confirmed.
Furthermore, a comparative analysis of the consistency
and accuracy of some of today’s most sophisticated and best
parasitic extraction tools (TCAD/field-solver class) showed
that the capacitance of the clusters, i.e. the source of the
secret key, is very hard to calculate precisely enough and
thus to reverse-engineer.
EDA tools have been widely used in the course of this
work and special routines in SKILL have been developed.
Together, a random-walk algorithm could be implemented,
which automatically generates hundreds of 3D-clusters in
short time. Using a fast, easy to run and for small-size layouts specialized DRC-tool, it was possible to combine the
random-walk algorithm with a trial-and-error strategy. This
way, the random nature of the 3D-clusters was made to
comply with the design rules of the process.
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